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MASTERING
CYBER SECURITY

The Top 10 Essential Steps




o of businesses experienced a
security breach or attack in
o the last 12 months

INTRODUCTION

As cyber attacks become more severe, are businesses considering
the steps that they could be taking to help keep themselves secure?

As an IT leader, security is always at the forefront of your mind. With
shifting regulatory requirements, plus the ever-changing digital
threat landscape, staying on top of your security infrastructure can
feel like a full-time job in itself.

In this guide we look at the ten essential steps that all
businesses should consider when reviewing their cyber
security infrastructure.
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Risk Management

Engagement & Training

Asset Management

Architecture & Configuration

Vulnerability Management

|dentity & Access Management

Data Security

Incident Management

Supply Chain Security

Logging & Monitoring



@ RISK MANAGEMENT

Risk management is a crucial process for businesses to consider when thinking about
security. By identifying, assessing and controlling risks you can ensure that your
business is protected to the highest degree.

Only 3 out of 10 businesses have undertaken a cyber security risk Consider your business priorities when it
assessment within the last year comes to managing cyber risks

Poor risk management can have a significant impact on any business, and many

businesses do not have an effective risk management approach in place. Understand where within your digital

_ _ ' _ _ _ landscape you need to apply risk
An effective risk management process plays a crucial role in enhancing cyber security

measures and has many benefits.

management

ldentifying potential threats and vulnerabilities associated with your technology
allows for a comprehensive understanding of your cyber landscape and the specific
risks that your organisation could face.

Continuously assess your chosen risk
management approach

By assessing the risks, you can prioritise your resources effectively. This process helps
save both time and money whilst ensuring that resources are used efficiently and
allows you to focus on mitigating risks with the greatest potential for harm.

Seek external confidence from cyber
security professionals

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call

Why risk management matters for your business

Effective risk management allows you to build greater trust within your business
relationships, attract new customers, and improve your organisations reputation.
Demonstrating a solidifed management process influences trust among
stakeholders as it illustrates that your organisation takes security seriously.
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€© ENGAGEMENT & TRAINING

Employees are at the heart of any cyber security strategy. An effective cyber
strategy relies on accounting for the way people work whilst not preventing them
from getting their work done.

Only 18% of businesses have carried out employee or
awareness training

As employees are the primary recipients of various cyber attacks, such as phishing,
by not conducting the appropriate training you leave your business open to greater
opportunity for an attack to happen.

Running internal awareness engagement and training on cyber security is not

just beneficial, but a crucial activity for any business.

Employees are the first line of defence against threats. By delivering training on
security best practices, policies and safe online behaviour, you can ensure that your
workforce is prepared when it comes to cyber security. This reduces the likelihood of
an attack succeeding as a result of human error.

As cyber threats continue to develop and become more harmful, regular awareness
training ensures that employees stay up-to-date on the latest emerging threats. This
also allows them to learn what new measures they can take to prevent an attack
from succeeding.

Continuously look to build a trusting
dialogue with staff across the business

Personalise cyber security training
relating to your business's weaknesses
and needs

Run internal cyber awareness campaigns

Use a business with cyber security
experience to run effective
internal training

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call
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€ ASSET MANAGEMENT

Establishing and maintaining knowledge of your assets is crucial when it comes to
cyber security. As systems grow, over time it can be difficult to maintain all of the
assets within your digital landscape, which therefore leads to the opportunity for
security incidents to occur.

@ Only 27% of businesses have a list of their crucial assets

Understand your critical functions and
Asset management plays a critical role in enhancing cyber security and provides identify the associated technology
many key benefits to your organisation. dependencies

Asset management helps you to maintain and accurately keep an up-to-date
inventory of your IT assets, including software, hardware and network infrastructure.
It provides better visibility into your digital landscape and allows you to ensure that all
of your assets are tracked, identified and managed effectively. Only keep the assets you need

Develop your knowledge

Effectively manage the lifecycle of your assets, from acquisition to disposal, with
asset management. This allows you to ensure that your assets are decommissioned Find a provider who can assist you with
securely, minimising the risk of data exposure. managing your technology landscape

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call

Why asset management matters for your business

Managing your assets correctly helps your business both save costs and spend
money more efficiently in the future. It enables you to identify assets that are
rarely used or redundant, therefore reducing unnecessary costs.
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€© ARCHITECTURE &
CONFIGURATION

As the technology landscape continuously evolves, ensuring that cyber security is
embedded into your systems from the beginning, and continuing to maintain this
throughout is vital. By doing so, you then have the opportunity to keep the systems
updated and adapt them effectively to emerging threats and risks.

Architecture and configuration play a vital role when focusing on
& cyber security and provides many benefits to any organisation

When architecture and configuration have been considered, it enables you to
implement a centralised monitoring and logging system. Therefore, allowing for

the collection and analysis of security events from all systems and devices across
your landscape enables you to be ableto respond to security incidents quickly
and more effectively.

When you implement tight security measures at the stage of design and build within

a system it will allow for the opportunity of scalability and flexibility for your business.

Having a robust architecture and configuration approach enables you to adapt to
changing business needs as well as evolving cyber threats without ever having to
compromise your security.

Designing resilient architectures and configurations can be a big and complex task
for any business, but the long-term benefits outweigh temporary inconveniences.
If a security issue was to occur, having this in place means that your business will
have little to no downtime to resolve the issue. It enables you to recover quickly and
maintain essential operations throughout.

Always understand what you're building
and why

Make systems easy to maintain
and update

Make it easy to detect and
Investigate compromises

Find a provider who can assist you to
ensure that your systems are secure
from the offset and throughout

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call

interci)ty



https://www.intercity.technology/soc-discovery-call

© VULNERABILITY
MANAGEMENT

Attackers will first seek to exploit a company'’s vulnerabilities before they make their
attack. It's crucial to have an effective vulnerability management process to ensure
that you can find possible vulnerabilities straight away, fix them, and keep your assets
as secure as possible.

Only 17% of businesses carried out a cyber security vulnerability
audit within the past year

Vulernability management plays a crucial role in enhancing cyber security by
providing many key benefits. Having a strong vulnerability management process
ensures that your systems and software are kept up-to-date with the latest security
patches. Quickly applying patches allows you to address vulnerabilities promptly and
protect your assets.

By regularly including something such as a vulnerability audit in your cyber
security strategy, you quickly enhance your security posture. Doing this helps

to reduce the possible attack surface, strengthens your defences, and enhances
your resilience if a cyber threat was to happen.

Effective vulnerability management has long-term cost-saving benefits. By
proactively addressing vulnerabilities you can prevent future security incidents from
happening, therefore saving your company from any financial losses. This means that
there is no need for expensive incident response, recovery, or remediation efforts
that would be necessary after a cyber attack has taken place.

Always keep your systems updated

Develop an effective vulnerability
management process

Focus on the management of your
legacy equipment

Introduce managed services provided by
a partner into your landscape to reduce
your management burden

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call
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@ IDENTITY & ACCESS
MANAGEMENT

Knowing who has access to what data, systems or services is essential for any business
when considering cyber security. As well as knowing who has access to what, it is

also important to understand who needs to be restricted. But most importantly, it's
discovering the correct methods to prove the identity of users, devices or systems.

39% of organisations have a requirement for two-factor
authentication when accessing their network or applications

Having a solidified approach to identity and access management means that your
business is completely prepared if faced with an attacker trying to gain access

to data. Identity and access management provides several key benefits for any
organisation:

Having strong access controls enabled means that organisations can successfully
restrict which individuals have access to sensitive systems, data and resources

By implementing strong access controls you're able to reduce the risk for any
opportunity of unauthorised access whilst also minimising the opportunity of
insider threats

As many individuals continue to work remotely, identity and access management
have a direct impact on enhancing security for the remote workforce. It allows for
secure remote access to organisational resources at all times.

Introducing an effective identity and access management process improves use
experience across the organisation. Firstly, users are provided with a seamless

and secure route to access necessary resources. Secondly, your IT team no
longer have to deal with forgotten password requests, giving them back to focus
on other projects.

Consider multi-factor authentication for
all users

Save time when commissioning and
decommissioning users

Use a tiered model for admin accounts
and only use accounts with full access
when necessary

Use an external partner to help you
design your access control systems

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call
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€ DATA SECURITY

Data needs to be protected at all times, from when it's in use to end of life. Having
confidence that your data is appropriately protected wherever it is incredibly
important when considering cyber security. Data security doesn't just end at your
business and also includes your data from third parties.

¥\ 21,000 businesses have had their devices be targeted with
@ ransomware over the past year

Keeping the offline backup copies of data maintained and up-to-date is important.
Data security is a vfundamental aspect of cyber security, focusing on the protection
of sensitive information from unauthorised access. Data breaches allow for an
opportunity of great reputational damage as it can impact functions across the
business. Ensuring that your data is continuously backed up may not prevent a
breach from occurring, but prepares you if in the case it did happen your data is
backed up and ready to aid recovery.

In the event of a cyber attack, having an effective data security strategy in place
is crucial. Organisations that have the most vigorous data security methods in

place are best prepared to recover and resume operations normally in the event
of a cyber attack.

By implementing a robust data security strategy, you will be displaying your
commitment to data protection which is essential for building trust and maintaining
confidence among your customers. Both customers and stakeholders expect
organisations to handle their data with care as a minimum when working with them,
being able to display your commitment by having an effective strategy that talks for
itself will help to continue to strengthen those relationships.

Protect your data in accordance
with risks

Back up your data

Securely sanitise your data whenit's no
longer needed

Work with an external provider who can
help you develop a data security strategy

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call
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€ INCIDENT MANAGEMENT

Incidents can impact many things within a business, from productivity to cost
management to business reputation. But when a business considers incident
management and takes time to prepare an incident response plan, the impact
remains minimal.

@ Prepare response plans
Not having a plan can have a large impact on a business and can result in a
major cyber attack being successful

@ Only 28% of businesses have an incident response plan

Incident management aligns with many other security methods and therefore is a

@ Ensure there is a Cyber Security Incident
crucial factor to consider when it comes to cyber security.

Response team

@ Respond and communicate clearly

Implementing an effective incident management process will minimise both during an incident

downtime and internal business disruption. Being able to swiftly resolve any

cyber incidents that have arised means that you can bounce back to normal
operations in no time.

@ Work with a partner who can assist you
with implementing an effective incident

response plan

As well as minimising downtime and disruption, having an incident management
process that is successful will also improve recovery and remediation. If an incident
was to occur, having this process helps you to quickly identify the root cause, apply Find out how our Security
the necessary fixes, and then restore the systems to a secure state. It ensures that the Operations Centre could become
process of recovery is well coordinated whilst minimising any risk of vulnerabilities or an extension of your business
recurring incidents.

. . . : Book Your Discovery Call
Being knowledgeable about incident management isn't solely about solving an

incident whilst it's happening, but also about preventing them. Incident management
allows you to identify any trends or patterns and allows you to implement secure
measures now to prevent any incidents in the future.
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€ SUPPLY CHRIN SECURITY

Most organisations work with external suppliers to deliver products, services, or
systems. If your supplier experiences an attack, it can be just as damaging as an
attack on your own business. By collaborating with your suppliers and partners you
can ensure that you're all aligned in working towards the same goals of keeping your
infrastructures secure.

Only 12% of businesses have stated that they review the risks by their
immediate suppliers

By not considering how secure your immediate suppliers are, you're not only putting
yourself at risk but businesses who may see you as an immediate supplier also. When
thinking about cyber security, there are a number of benefits of implementing
supplier chain security practices.

By implementing security measures throughout the supply chain, you're able to
reduce the risk of attacks, breaches, or vulnerabilities being introduced into your
systems or products via the supply chain. Implementing security measures, like threat
intelligence monitoring, you'll be able to detect any incidents or breaches early
within the supply chain. You can identify any potential threats in real time by closely
monitoring the activity of supplier and their systems. Early detection allows for a
prompt response, minimising the impact on your organisation.

Working closely with your immediate suppliers will give you increased visibility
and transparency into their processes and systems. Having this visibility

allows you to assess the security of suppliers and identify any possible risks or
vulnerabilities. This also gives you the ability to maintain better control and
oversight of your supply chain.

Understand your supply chain

Introduce security into your contracting
process

Build trust and strategic partnerships
with key suppliers

Use an external partner to help you
understand what parts of security you're
responsible for, and what you are relying
on suppliers to do

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call
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¢ LOGGING & MONITORING

An essential best practice when looking to improve the cyber security positioning
within your business is to continously monitor and log what's happening within your
systems. By logging and monitoring, you're quickly able to look at a concern or
potential security incident and delve into what's occurred.

Ensure your logs are accessible for

14
@ 48% of businesses use specific tools designed for security monitoring analysis when needed

By focusing on the importance of security monitoring you're able to actively
analyse your logging information to detect an issue right at the source and respond
accordingly to minimise the impact before it transpires.

Develop an incident response plan

Logging and monitoring is an essential component of a successful cyber security Utilise your logs to develop

strategy and provides several key benefits to any organisation. By continuously further strategies

monitoring processes such as system performance and application logs you're able

to identify any operational issues and quickly resolve problems whilst optimising Work with a provider to implement a
the environment. Security Operations Centre into

your environment

By continuously analysing the logging data you're able to quickly begin to
identify trends and any recurring security vulnerabilities, giving you the

Find out how our Security
Operations Centre could become
an extension of your business

Book Your Discovery Call

opportunity to identify any weaknesses within the current security systems.
Being able to understand what's happening within the logs allows you to make
decisions on improvements and strengthen your security posture.

Overall, logging and monitoring allows you to continuously improve your business’s
cyber security positioning and gives you the ability to adapt and respond to evolving
threats efficiently, protecting your business from being vulnerable to cyber attacks.
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SEGURITY OPERATIONS CENTRE

As businesses struggle to monitor multiple endpoints, especially
as remote working continues, implementing a monitoring tool can
be extremely beneficial when looking to detect and respond to
advanced attacks.

Introducing a Security Operations Centre into your infrastructure will
automatically detect, analyse and respond to any security incidents
or threats before you have to and plays a crucial role in protecting
critical assets, systems and data.

By leveraging the power of the Microsoft Security stack, including
Microsoft Sentinel, here at Intercity our team combine live
monitoring and threat hunting with a swift and dynamic response to
security threats as they happen.

Discover the benefits of a Security Operations
Centre by booking your discovery call

Book Your Discovery Call
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Continuous improvement

Centralised security logging and
reporting, leveraging industry best-
in—-class security information

Isolation, mitigation
and remediation

If security threats are detected, they
will be isolated to mitigate further risk

Threat prevention

Proactively hunting for threats and
responding to recommendations to
INnCcrease your security posture

Data compliance

Ensuring that your infrastructure
compliance is up to date and
continually evolving your
security posture
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MASTER GYBER SECURITY WITH
A SEGURE OPERATIONS GENTRE

Interested in finding out more? Simply click the
button below to book your discovery call, or get in
touch with our team via phone, email, or website.

Book Your Discovery Call

Q 0808 500 1436

enquiries@intercity.technology

[ ] intercity.technology/contact
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